CALNET Customer Security Alert!

SBC, our CALNET contractor, notified the DGS-TD office of the following activity.

Someone claiming to be an SBC representative for the CALNET MSA called into
one of the data centers while attempting to get information about the network and
systems. Fortunately the State employee, who answered, questioned the
authority of the caller, refused to provide information, and then notified SBC.

Information about the State’s internal networks and data systems should not be
shared with unauthorized persons. This information could be used to harm or
compromise vital State data networks and systems.

Please be sure that anyone calling for this kind of information is authorized to
receive it. Take their name and telephone number and call your local CALNET
contract representative to make sure the caller is authorized to receive the
requested information.



